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Florida Middle Schoolers Arrested for Allegedly Creating Deepfake Nudes of
Classmates

In what appears to be the first criminal case of its kind, two teenage boys were charged under a 2022 Florida law for allegedly creating Al-generated images
depicting middle school classmates.




Image-Based Sexual Abuse (IBSA)

Creating intimate™ images™** without consent
Filming or photographing intimate images without consent
Sharing intimate images without consent

Threatening to share intimate images

Pressuring, threatening or coercing someone into sharing their intimate images

Sharing unsolicited and unwanted intimate images

*"intimate" = nude or sexual
** images = photos or videos



What do we know about IBSA
perpetrators?

Other research (see Henry & Beard (2024) "Image-based sexual abuse: A scoping review):

e Knowledge limited.

e Most focus on non-consensual sharing.

e Prevalence varies.

e Most victims targeted by known perpetrators.

e Men, younger adults and LGBTIQ+ people more likely to admit offending behaviours.

e Motivations multifaceted but tend to relate to social rewards, power dynamics,
sexual gratification and retaliation.

e QOverlap: victimisation and perpetration.
e Dark Tetrad traits.
e Association with other behaviours.
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IBSA Perpetration Online
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Sociological &
Criminological
Theory

Male peer
support theory
(DeKeseredy &

Schwartz

1993).

IBSA: a way of
"doing
masculinity".

Gender-
performativity.



Prevention
& Education
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Technology Companies

Policies/community standards

Content moderation

Al and other detection tools

Safety by design

Provenance indicators (e.g., watermarks)

Signals and consequences for users

Reporting

Deranking/delisting search results

Banning deepfake apps and ads

Empowering users




Criminal Laws

Federal Laws

* New federal bill introduced in June 2024 to create
standalone IBSA offence (max. 6 years prison) and
two aggravated offences.

* Expressly mentions that intimate photos, videos or
audio can be altered or created entirely using digital
technology (e.g. deepfakes).

State and Territory Laws
e 7 out of 8 Australian states and territories have
specific criminal offences to address IBSA.

* Sharing or distributing intimate images non-
consensually can typically attract up to 3 years
imprisonment, and 3 years for making threats to
share.




The Online Safety

Act 2021

Key Provisions

e Grants the eSafety Commissioner
with investigatory powers to
administer complaints related to
IBSA.

Remedies Available
Formal warnings
Service provider notification
Removal notice (24-hour removal for

individual users/service providers)
Remedial direction

Infringement notices
Enforceable undertakings
Injunctions

Civil penalties for non-compliance



Conclusion
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